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The rapid growth of Internet of Things (IoT) devices presents significant challenges, particularly regarding
resource management in real-time data processing environments. Traditional cloud computing struggles with
high delay times and limited bandwidth, affecting user interaction and cognitive load. Edge computing mitigates
these issues by decentralizing data processing and bringing resources closer to IoT devices, ultimately influencing
human-computer interaction. This paper introduces a framework for resource allocation in edge computing
environments, leveraging Software-Defined Networking (SDN) and Network Function Virtualization (NFV)
alongside Deep Q-Network (DQN) optimization. The framework aims to enhance user experiences by improving
CPU, memory, and storage efficiency while reducing network delays, contributing to a smoother and more
efficient interaction with IoT systems. Simulated results demonstrate a 40 % improvement in CPU utilization,
30 % in memory, and 20 % in storage efficiency, which can positively impact IoT devices’ perceived effectiveness
and usability.

on distant cloud data centers leads to longer delays and more bandwidth
use. This can negatively impact the performance of applications that

1. Introduction

The Internet of Things (IoT) devices have greatly influenced various
sectors, and lead to new applications in smart cities, healthcare, and
industrial automation [1]. With this rapid growth comes significant
challenges, such as data processing difficulties, network delays, and
congestion. This happens because traditional systems often cannot keep
up with the increasing demands [2]. Traditional cloud computing, that
depends on central data processing and storage, need help to meet
modern IoT applications’ immediate and low-latency demands. Relying
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need quick responses, such as self-driving cars or real-time health
monitoring systems [3,4].

Edge computing addresses the shortcomings of traditional cloud
computing by processing data closer to its origin. This method situates
computing resources near IoT devices, typically at the network’s edge.
Such proximity enables faster data processing, reducing the necessity to
transmit large data volumes to centralized cloud servers [5-7]. By
handling data locally, edge computing minimize the delays usually seen
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with data transfer, making it ideal for real-time applications [8]. It also
alleviates network congestion and decreases the demand for bandwidth
by shifting tasks away from central cloud facilities [9]. However, edge
computing introduces new challenges, especially in resource allocation
and management. The distributed nature of edge environments demands
sophisticate techniques to effectively distribute computational, storage,
and network resources [10]. These challenges grow with the dynamic
and fluctuating workloads typical in IoT settings, where resource needs
can shift drastically over time. To tackle these problems, edge
computing is increasingly adopting advanced technologies like
Software-Defined Networking (SDN) and Network Function Virtualiza-
tion (NFV) [11]. Yet, integrating these technologies introduces added
complexity. SDN facilitates centralized network control, allowing for
dynamic routing and resource management, while NFV enables the
versatile deployment of virtual network functions across edge nodes [12,
13]. Effective integration of these technologies is essential to enhance
edge computing setups’ flexibility, scalability, and efficiency.

SDN is important in edge computing because it provide a centralized
and programmable way to manage networks. SDN separates the control
functions from the data-handling functions, making it easier to adjust
and manage the network [14]. This central control helps in efficient data
routing, better use of resources, and quick adaptation to changes in the
network, which is essential in the fast-changing environments of edge
computing [15]. NFV works alongside SDN by turning network
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functions like firewalls, load balancers, and routers, which were tradi-
tionally hardware-based, into virtual functions [16]. In edge computing,
NFV allows these NFVs to be deployed on different edge nodes as
needed, improving scalability and making better use of resources [17].
By virtualizing and spreading out these functions, NFV makes network
management more flexible and cost-effective, further enhancing the
performance of edge computing systems [18].

Many studies have explored resource allocation in edge computing
environments, particularly integrating SDN and NFV. Still, they often
fall short in handling the complexity and dynamism of IoT scenarios.
Most existing frameworks either rely on static resource allocation stra-
tegies or do not fully leverage the potential of machine learning with
SDN and VEN for adaptive optimization. These approaches often focus
on isolated performance metrics without considering the holistic trade-
offs among CPU, memory, storage utilization, energy consumption, and
latency across varying network conditions.

Our research addresses these gaps by introducing a comprehensive
resource allocation framework integrating SDN-driven NFV deployment
with Deep Q-Network (DQN) enhanced scheduling. Unlike previous
studies, our framework is designed to dynamically adjust resource
allocation in real time, simultaneously considering a broad set of per-
formance metrics. The innovative use of DQN allows the framework to
learn from ongoing operations, predicting and adapting to changing
network conditions, workload intensities, and resource availability. The
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Fig. 1. System Architecture.
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critical contributions of our paper are:

e Implement a real-time, multi-objective optimization framework for
dynamic resource allocation in edge nodes.

e Integration of SDN-based network control with NFV-driven function
deployment for enhanced system flexibility and scalability.

e Utilization of RL via Deep Q-Networks to continuously adapt
resource allocation strategies based on network conditions.

e Development of energy-aware resource management algorithms that
dynamically balance computational load and power consumption.

e Executing scenario-driven simulations to rigorously evaluate the
framework’s performance across varying operational conditions and
workloads.

Fig. 1 illustrates a three-layer architecture where cloud servers, SDN-
controlled edge computing with NFV, and IoT devices interact, enabling
efficient communication and smooth data exchange in the network.

This paper is organized as follows: Section 2 review previous studies
on resource allocation in edge computing that uses SDN and NFV. Sec-
tion 3 introduces the system model, which integrates SDN, NFV, and
DQN optimization for managing resources dynamically. Section 4 ex-
plains the simulation setup and the parameters used to test the frame-
work. In Section 5, we analyze the simulation results and discuss their
implications for the performance and efficiency of edge computing.
Finally, Section 6 concludes the paper by summarizing the main find-
ings, discussing the study’s limitations, and suggesting ideas for future
research.

2. Related works

This section reviews the current research on edge computing, espe-
cially studies that combine it with Software-Defined Networking (SDN)
and Network Function Virtualization (NFV). Different Internet of Things
(IoT) methods have been proposed to enhance resource allocation and
scheduling. To start with, Alonso et al. [19] proposed an improved
Edge-IoT architecture that integrates SDN and NFV with DRL tech-
niques. This architecture, named GECA 2.0, incorporates a DQN model
to optimize network resource allocation and virtual data flow manage-
ment within SDN/NFV-enabled Edge-IoT environments. The proposed
architecture enhances scalability, flexibility, and efficiency in managing
IoT networks by dynamically reconfiguring network flows and resource
distribution through a centralized SDN controller. Rakkiannan et al.
[20] presented an automated network slicing framework for edge
computing environments using SDN and NFV integrated with federated
learning. The framework enables efficient and scalable network slice
management by leveraging federated learning to dynamically predict
slice templates and optimize resource allocation. The proposed system
utilizes SDN controllers as orchestrators to manage slice creation,
resource allocation, and lifecycle management across multiple domains,
enhancing the overall efficiency and responsiveness of 5 G networks.

Optimizing mobile edge computing migration in next-generation IoT
networks presents challenges in cost, time, bandwidth, and energy
consumption. To address these issues, Lv et al. [21] proposed a
computing migration framework that leverages SDN and NFV. The
framework introduces a multi-attribute decision-making model that
selects the optimal mobile edge computing center for task migration,
balancing network load, and improving user service quality. This
approach ensures efficient resource utilization in IoT environments by
enhancing the overall performance of mobile edge computing. In
cloud-based manufacturing environments, achieving flexible resource
scheduling poses significant challenges. To address this, Yang et al. [22]
introduced a software-defined cloud manufacturing (SDCM) model in-
tegrated with edge computing. The model leverages SDN to separate
control logic from hardware, enabling dynamic reconfiguration and
efficient resource utilization. Additionally, the authors developed an
optimization model for controlling time-sensitive data traffic in
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manufacturing tasks, employing a combination of genetic algorithms,
Dijkstra’s shortest path algorithm, and a queuing algorithm to optimize
subtask allocation and data routing. Moreover, He et al. [23] proposed
an iterative Maximal Independent Set (MIS)-based multiple migration
planning and scheduling algorithm for SDN-enabled edge computing
environments. This approach models resource competition among live
migration requests as a dynamic resource dependency graph, enabling
efficient scheduling of large-scale, mobility-induced container migra-
tions. The proposed algorithm optimizes resource allocation and mini-
mizes migration time by leveraging SDN capabilities. It is suitable for
real-time, large-scale edge computing scenarios where user mobility
significantly impacts network performance. Furthermore, Li et al. [24]
proposed a software-defined heterogeneous edge computing network
architecture for optimizing network resource scheduling. This archi-
tecture separates the control layer from the data layer, enabling
centralized control and efficient resource management in heterogeneous
edge environments. They developed a Proximal Policy Optimization
(PPO) algorithm based on DRL to address the multi-objective optimi-
zation of network energy consumption and load balancing, allowing
dynamic task scheduling across various edge computing nodes and
improving overall network efficiency.

Optimizing data caching and classification in IoT healthcare solu-
tions presents significant challenges. Jazaeri et al. [25] proposed an
SDN-based edge computing architecture tailored for healthcare envi-
ronments to address these. This architecture employs a spectral clus-
tering method to group patients according to their health data and
proximity, associating each cluster with an SDN edge node for efficient
data caching. Additionally, the MFO-Edge Caching algorithm is intro-
duced to select near-optimal content for caching, considering factors
such as data freshness, priority, and energy levels, ultimately aiming to
enhance Quality of Service (QoS) in healthcare networks. Hu et al. [26]
proposed a FitPath scheme for QoS routing in integrated Edge
Computing and SDN environments. The scheme introduces a path se-
lection method based on a fittingness measure, which optimizes the
routing paths by considering bandwidth cost, latency, and packet loss
rate. FitPath dynamically adjusts network resources to meet varying
service requirements while maintaining efficient data delivery, ensuring
that QoS guarantees are met across edge-to-edge connections in
SDN-managed networks. Du et al. [27] proposed an SDN-based archi-
tecture for resource allocation in hybrid edge and cloud computing
systems in their publication. They introduced an evolutionary Stackel-
berg differential game approach to optimize resource pricing and allo-
cation between cloud computing service providers (CCPs) and edge
computing service providers (ECPs). The framework dynamically ad-
justs strategies based on the replicator dynamics of users’ service se-
lection, ensuring efficient utilization of computing resources and
meeting time-varying computational demands in 5 G heterogeneous
networks. Table 1 compares the key contributions, limitations, and
complexity levels of related schemes with our approach.

Little is known about effectively combining multi-objective optimi-
zation with SDN and NFV for dynamic resource management in edge
computing. While existing studies, like Alonso et al. [19] and Rak-
kiannan et al. [20], explore DRL and federated learning for resource
optimization, they often lack a comprehensive multi-objective approach
or face scalability issues. Our study addresses these gaps by developing a
dynamic multi-objective framework using DRL integrated with SDN and
NFV. This framework continuously adapts to real-time conditions,
optimizing CPU, memory, storage, latency, and energy efficiency. Un-
like static or single-objective models in prior work, our approach offers
robust performance across diverse, dynamic scenarios.

3. System model and proposed method
This section describes the system model and method we created to

improve resource allocation in edge computing systems that use
Software-Defined Networking (SDN) and Network Functions



Table 1

Properties of the related schemes and this paper.

Ref Decision-Making Contributions Possible limitations Tools Methods Performance Metrics
Model
NFV  SDN  Edge CPU Memory Storage Network Energy Task
Computing Utilization Utilization Utilization Latency Efficiency Handling
[19] Hierarchical Model, Introduced SDN and NFV Requires extensive training OpenFlow, v v v X X X v X X
SDN/NFV, DRL management to optimize data computational resources Python,
data flows using Deep Q- and faces challenges TensorFlow,
Networks in GECA integrating with existing IoT Mininet, POX
environments
[20] FL, SDN/NFV Implements federated Complexity in coordination NA v v v X X X v X X
learning for dynamic, among distributed models
automated network slicing and dependency on high-
using SDN and NFV quality local data updates.
technologies.
[21] SDN/NFV They developed MADM Computational complexity MATLAB v v v X X X v v X
models using SDN and NFV and accuracy issues due to
for efficient IoT edge varied index scales in the
computing migration decision-making model.
strategies.
[22] Genetic Algorithm, Introduces flexible resource Requires significant NA v v v X X X X v X
Dijkstra’s shortest allocation in software- computational resources for
path algorithm, defined cloud real-time data processing and
SDN/NFV manufacturing using edge optimization.
computing.
[23] Maximal Enhances large-scale live Faces scalability challenges OpenDaylight X v v X X X X v X
Independent Set container migration and high computational
algorithm, SDN scheduling using MIS-based demands in dynamic and
algorithm in SDN-enabled large-scale network
environments. environments.
[24] Proximal Policy We developed a PPO-based The model may struggle with ~ NA X v v X X X X v X
Optimization, SDN resource scheduling dynamic real-world
algorithm for software- conditions and large-scale
defined heterogeneous edge ~ network complexities.
computing networks.
[25] Moth-Flame Utilizes spectral clustering Challenges with dynamic NA X v v X X X v X X
Optimization and MFO-Edge Caching to conditions, high
improve e-health IoT data computational demands, and
retrieval and QoS. scaling in real-world
applications.
[26] FitPath Developed FitPath for It is limited by computational =~ NA X v 4 X X X v X X
efficient QoS-based path complexity and scalability in
selection in integrated edge dynamic, large-scale network
and SDN networks. environments.
[27] Stackelberg Introduced an SDN-based A complex model requires NA X v v X X X X X X
differential game- resource sharing using accurate, real-time data but is
based evolutionary and limited by scalability and
Stackelberg differential implementation challenges.
game models.
Ours  SDN/NFV, Deep Q- Develops a dynamic multi- Does not integrate advanced Python, v v v v v v v v v
Networks objective framework for security measures into the Tensorflow,
efficient resource allocation resource allocation Mininet

in SDN-NFV Edge
computing.

framework.
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Virtualization (NFV). This setup is made to handle the demanding needs
of the Internet of Things (IoT) applications. The main goals are to boost
computational efficiency, reduce latency, and better use resources
across various edge nodes. Table 2 lists the abbreviations used in the
system model section and their descriptions.

3.1. Overview of the System Architecture

Edge computing is a system with computing resources closer to IoT
devices. This helps reduce delays, use less bandwidth, and make real-
time applications faster. In this system, edge nodes are placed in
different locations. Each node has its own computing power, storage,
and network access. It is designed to operate effectively in heteroge-
neous environments where nodes may differ in resource availability.
The model dynamically adjusts resource allocation based on the specific
capabilities of each node, ensuring optimal performance across a diverse
range of edge computing setups. In this architecture, consider an edge
network consisting of N edge nodes, denoted as E;,Es,...,Ey. Each edge
node E;(i = 1,2, ...,N) is characterized by its computational capacity C;,
storage capacity S;, and available bandwidth B;. The computational
capacity C; is typically measured in CPU cycles per second, the storage
capacity S; in gigabytes (GB), and the bandwidth B; in megabits per
second (Mbps). The IoT devices connected to each edge node E; are
represented as a set &; = {Dy,Di, ...,Dim, }, where m; is the number of
devices connected to E;.

The interaction between these IoT devices and edge nodes Involves
the dynamic allocation of resources to handle tasks T, Tig, ..., Tin, Where
n; is the number of tasks generated by the devices in &;. The decision
process for whether to process a task locally at an edge node E; or offload

Table 2
Applied Abbreviations.
Abbreviation  Description Abbreviation Description
SDN Software-Defined NFV Network Function
Networking Virtualization
IoT Internet of Things CPU Central Processing
Unit
GB Gigabytes Mbps Megabits per second
E; Edge Node C; Computational
Capacity
Si Storage Capacity B; Bandwidth
D; Set of IoT devices Ty Task generated by IoT
device
L Latency for Sij Size of task
processing a task
W Workload factor for Ej Energy consumption
a task for processing a task
p; Power consumption Cop(Ei) Operating cost for an
per CPU cycle Edge Node
i, fi7i Weighting factors Crask Task handling
for cost, energy, and capacity
overhead
v Set of NFVs R].C Computational
resources required by
NFV
R]? Storage resources R}’? Bandwidth resources
required by NFV required by NFV
SDN Central control L(E., V) Latency for deploying
Controller mechanism for NFV on Edge Node
network
E(E.V)) Energy consumed by  C,, (E;. V)) Operational cost for

Edge Node when
NFV is active
A fhy U Weighting factors DQN
for latency,
utilization, coverage

deploying NFV

Deep Q-Network

Rij(p) Resources allocated Uopt.cpus Optimal utilization
to a task at time ttt Uopt.MEM levels for CPU,
Uogpt.sTor memory, storage
RTT Round-Trip Time Eigsk.ij Energy for processing

a task on Edge Node
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it to another node or the cloud is modeled by an optimization problem
that balances resource availability, latency, and energy consumption.

The latency L;j for processing a task Tyat edge node E; modeled as
shown in Eq. (1).
Sy Cy-Wy
Lyj=20 42070 1
i=g ¢ M

where Sy is the size of the task T;B; is the bandwidth available at the

edge node E;, C; represents the computational complexity of the task Tj

(in CPU cycles), and W is the workload factor associated with the task.
The energy consumption E; for processing task T; on edge node E;

is given by Eq. (2).

TG

i

Ej =P;- (2)
where P; represents the power consumption per CPU cycle at edge node
E;. The total energy consumption for all tasks processed by edge node E;
expressed as Eq. (3).

Cy-Wy

G 3

1 n; n;
E™ = jzlEij = jzlpi'

The cost function C,,(E;) associated with operating an edge node E;
for a set of tasks that formulated as Eq. (4).

COP(Ei) = <ZTK1CUCI:VU> + ﬁi'EEOtal +7:0; @
where a;, ;, and y; are weighting factors that balance the computational
cost, energy consumption, and operational overhead O;.

NFV and SDN are integrated into this architecture to enhance the
dynamic allocation of resources. NFV allows for the flexible deployment
of NFVs across the edge nodes, while SDN provides a centralized control
mechanism for managing the network’s data flows and optimizing
resource allocation.

Let the set of NFVs deployed across the network be 77 = {V;,V,...,
Vi}, where each NFV V; (for j = 1, 2, ...,k) requires certain computa-
tional resources ch, storage Rf, and bandwidth RfAn SDN controller
governs the optimization of NFV deployment. The controller seeks to
minimize the overall network cost while maintaining performance. The
objective function for the SDN controller is expressed as Eq. (5).

. N k
miny " S (oL (B V) + ByrE(Ex Vi) + 1y Cop (B Vi) ) ®)
subject to the Eq. (6) constraints.
k k k
ijl(xifRf < Ci’Zj:laU'Rfs =S jzl(xij'RJl'; <B 6

where q; is a binary decision variable that indicates whether NFV V;
is deployed on edge node E; (a;=1 if deployed, O otherwise). The terms
L(E;,V;), E(E;,V;), and Cop(E;, V;) represent the latency, energy con-
sumption, and operational cost of deploying V; on E;, respectively.
Precisely, L(E;,V;) is the latency experienced when deploying and
operating V; on E;, taking into account the network delay and processing
time. E(E;, V;) denotes the energy consumed by E; when V; is active,
which is a function of both the computational demand of V; and the
efficiency of E;. The operational cost C,, (Ei,Vj) includes immediate
resource usage and longer-term costs such as wear and tear on the
hardware and any penalties for exceeding resource limits.

To make the deployment and management of NFVs better across
edge nodes, the SDN controller updates network settings based on real-
time data like resource usage, latency, and traffic patterns. This real-
time feedback allows the system to react quickly to changes in the
network, ensuring good performance and efficient resource use. For
example, suppose an edge node has too much traffic and is reaching its
resource limits. In that case, the SDN controller can move NFVs to other
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nodes or adjust their resource allocation to maintain high service
quality.

3.2. Network topology and edge node configuration

The network layout in an edge computing system plays a crucial role
in how well resources are allocated, data is processed, and communi-
cation happens within the network [28]. The layout includes the
arrangement and connections between edge nodes, IoT devices, and the
central SDN controller, creating a structure that helps manage the
changing demands of edge computing [29].

3.2.1. Network topology

The network setup in our system is built with a distributed structure,
where edge nodes are strategically placed to improve the performance of
IoT devices and reduce network delays. These edge nodes help share the
computing work across the network and keep communication with IoT
devices fast. Each edge node connects to several IoT devices, forming a
cluster that processes data locally, reducing the need to send data to the
cloud. The connections between the edge nodes and IoT devices are
made using wireless communication links.

The central SDN controller, which controls the whole network, is
placed in the edge layer and has a network view. It links to all edge nodes
using fast and low-latency connections. This central connection lets the
SDN controller manage network resources, adjust data traffic, and
decide the best places for NFVs across the network in real-time.

The placement of edge nodes in the network depends on several
important factors. One key factor is the proximity of nodes to IoT de-
vices, as this affects the speed and delay in processing data. Edge nodes
are usually placed near the devices they support, especially in applica-
tions where low latency is crucial, such as with self-driving cars, intel-
ligent energy systems, or factory automation [30]. Another critical
factor is the availability of resources. Edge nodes are placed where there
is enough power, cooling, and space for the hardware and where there is
room to expand as the network grows [31].

The optimal placement of edge nodes is expressed as an optimization
problem that seeks to minimize the total latency across all IoT devices
while maximizing resource utilization and ensuring coverage. Let L;
represent the latency between an IoT device &; and its corresponding
edge node E;, U; denote the resource utlhzatlon of the edge node E;, and
C; represent the coverage area of the edge node E;. The objective func-
tion is formulated as Eq.(7).

mmz OLi4+p-(1 - U) +v-(1-C)) )
subject to Eq.(8).
Li S LmaX7 Ui S Umax-, Ci 2 Cmin (8)

where M is the total number of IoT devices, 4, y, and v are weighting
factors that balance the importance of latency, resource utilization, and
coverage. The constraints ensure that latency L; does not exceed a
maximum threshold L., resource utilization U; does not surpass a
maximum capacity Up,y, and coverage C; meets or exceeds a minimum
required area Cp;p.

3.2.2. Edge node configuration

Each edge node in the network is built with hardware and software
parts. The hardware in an edge node includes a multi-core CPU that is
designed for high-speed processing to handle heavy computing tasks,
lots of RAM to manage several processes simultaneously, and enough
storage space for storing and processing data locally. The storage in-
cludes solid-state drives for quick data access and hard disk drives for
more storage space. Also, edge nodes have network interfaces that allow
fast and low-latency communication, which is essential for real-time
data processing and sending.

Each edge node uses a simple operating system designed for edge
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computing, usually a Linux-based system that is strong in networking,
virtualization, and containerization. The software includes tools like
hypervisors or container runtimes that allow NFV. The edge node can
run NFV as separate virtual machines or containers. This virtualization
layer is essential because it helps the SDN controller assign, move, or
adjust the NFVs quickly, depending on network needs.

Resource virtualization is essential to how edge nodes work, allow-
ing for the flexible use and management of physical resources. With
virtualization, an edge node’s CPU, memory, and storage can be divided
into several virtual parts, each assigned to a specific task or NFV. This
method helps use resources efficiently and adjust them as the workload
changes. For example, CPU power is shared among NFVs based on their
current needs, and the SDN controller adjusts this distribution to
improve performance and reduce energy use.

The resource allocation process is modeled as a dynamic optimiza-
tion problem, where the goal is to maximize the overall performance of
the edge node while minimizing energy consumption and ensuring fair
resource distribution among NFVs. Let Ri*V, Ri™, and R§™" denote the

CPU, memory, and storage resources allocated toNFV V; onedge node
E;, respectively. The optimization objective is expressed as Eq. (9).

maxzj,;1 <(xj ~P§erf —B; E°°“s> ()]

subject to Eq. (10).
Z RCPU < Ch Z lR:;AEM

where Pgerf is the performance metric (e.g., throughput, latency) of NFV
V; on edge node E;, Ei“j"ns
and p; are weighting factors that balance performance and energy effi-
ciency. The constraints ensure that the total resources allocated to all
NFVs on a node do not exceed the node’s physical capacity.

This configuration allows the edge nodes to operate efficiently under
varying load conditions, ensuring that resources are allocated where
they are most needed and can be quickly reallocated in response to
changes in demand. The combination of advanced hardware compo-
nents and sophisticated software virtualization enables edge nodes to
support the dynamic, distributed nature of edge computing, providing a
flexible and scalable solution for processing the vast amounts of data
generated by IoT devices in real-time. Algorithm 1 provides a clear
procedural guide on allocating and optimizing resources in an edge
computing environment managed by an SDN controller.

Ml , Z RSTOR (1 0)

is the energy consumption of V; on E;, and o;

3.3. Resource allocation framework

The proposed resource allocation framework is an intelligent system
that combines centralized SDN control with flexible, Al-based resource
allocation methods. It uses DQN and NFV to improve how computa-
tional, storage and network resources are shared across a distributed
edge computing network. This framework is built to handle the chal-
lenges of managing resources quickly in a changing and spread-out
network, ensuring it remains fast and efficient and can quickly grow
as needed.

3.3.1. Centralized SDN control

In this system, the SDN controller is essential because it manages the
whole network from one central point. The SDN controller keeps track of
what is happening across all edge nodes, like how much CPU and
memory are used, how storage is utilized, the network delays, and the
amount of data being processed. By watching these things closely, the
SDN controller always knows the current state of the network. This is
crucial for making smart, quick decisions about how to allocate re-
sources effectively.

The SDN controller’s decision-making is guided by an optimization
function that balances different goals. These goals include minimizing
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network latency (L), reducing energy consumption I, and lowering
operational costs I, while maximizing resource utilization (U). The
controller dynamically adjusts the allocation of resources to meet these
objectives, responding to fluctuations in demand or network conditions
with minimal delay.

The resource allocation decision at any time t described by the
optimization problem as Eq. (11).

min{AL(t) + pE(t) +yC(t) } —nU(t) an
subject to the constraints as Eq. (12).
Ri.j(t) S Rmax>L(t) S Lma)u U(t) S Umax (12)

where R;(t), represents the resources allocated to task j on edge node
I at time t, Ry« is the maximum resource capacity, and 4, y, 7, and 7 are
weights that control the relative importance of each objective.

Algorithm 1. Resource Allocation Optimization
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The SDN controller gathers data from each edge node at frequent
intervals or upon the occurrence of specific events, using this data to
update its understanding of the network state. This data collection in-
volves transmitting telemetry information from edge nodes, such as the
current load, available resources, and network performance metrics. The
controller analyzes this data using advanced analytical models,
including machine learning techniques, to detect trends, predict future
demand, and optimize resource allocation.

The SDN controller’s predictive capability, a crucial innovation of
the proposed framework, enables it to foresee increases in demand or
potential bottlenecks. By adjusting resources ahead of time based on
past data and real-time information, the controller proactively prevents
performance issues, ensuring high performance even in the most dy-
namic and unpredictable environments.

Input
Set of NFVsV =V1,V2,...,Vk
Network latency thresholds Ly,q.

Coverage area thresholds Cpin
Output

Begin

Set of edge nodes E = E1,E2,...,EN

Resource utilization thresholds Up,qy

Set of IoT devices D = D1,D2, ..., DM
Resource capacities of each edge node (CPU, Memory, Storage)

Optimized resource allocation across edge nodes

1 Initialize SDN Controller with global network view

2 For each edge node E; in E do

3 End for
For each NFV V; in V do

Deploy NFV V; on E;
5 End for

Update resource capacities of E;

Calculate current resource utilization U;
Calculate current network latency L; to connected [oT devices
Calculate coverage area C; for the node

Identify candidate edge nodes for deployment based on:
Resource availability (CPU, Memory, Storage)

Latency constraints (L; < Lyax)

Resource utilization constraints (U; < Uppgy)

Coverage constraints (C; = Cpnin)

If multiple candidate nodes exist then

Select edge node E; that minimizes the objective function
Minimize (A-L; +p- (1 =U) +v-(1—=C))

Allocate resources to NFV V; on selected edge node E;

Monitor network performance metrics in real-time

7 If network conditions change (e.g., increase in demand, changes in latency) then

8 End If

End

Re-evaluate resource allocation
Migrate NFVs as necessary to maintain optimal performance

Return optimized resource allocation configuration
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Fig. 2. The architecture of SDN Controller with Integrated NFV for Dynamic Resource Allocation.
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Table 3

Network Parameters.
Parameter Value
Number of Edge Nodes (N) 25
Network Topology Mesh
Network Bandwidth (B;) 1 Gbps
Baseline Network Latency (L;) 10 ms

Data Transmission Rate (R;) 200 Mbps

3.3.2. Dynamic resource allocation algorithms

Our model includes a dynamic resource allocation mechanism to
account for the dynamic nature of resource availability and demand in
real-world environments. This mechanism continuously monitors
resource utilization across edge nodes and adapts allocations in real-
time. For example, during periods of high demand, resources can be
dynamically reallocated from underutilized nodes to those experiencing
a surge in tasks. This ensures that the system maintains optimal per-
formance despite fluctuating conditions.

Fig. 2 provides an in-depth view of the internal architecture of the
SDN controller, integrated with NFV, designed for dynamic resource
allocation in edge computing environments. It illustrates the in-
teractions between critical components, such as the Policy Engine,
Optimization Algorithm, and Resource Scheduler, showing how they
work together to manage and allocate resources efficiently. The figure
also emphasizes the role of real-time data monitoring, feedback loops,
and adaptive learning in ensuring optimal performance, low latency,
and efficient utilization of computational resources across the network.

Algorithm. Design

The algorithm addresses the resource allocation problem by
modeling it as a Markov Decision Process (MDP). In this model, each
state at time t represents the current network conditions. The action
taken at that time is a specific decision on allocating resources, such as
assigning CPU, memory, or bandwidth to a task or NFV. The immediate
benefit from this action is the reward, which could include reduced la-
tency, improved load distribution, or more efficient resource utilization.
The goal of the DQN is to learn an optimal policy n\pin that maximizes
the cumulative reward over time as Eq. (13).

o T ¢
T = argmfxE {Ztoy T n} 13)
where y is a discount factor that balances the trade-off between im-
mediate and future rewards. The DQN achieves this by approximating
the Q-function, which represents the expected utility of taking action a,
in state s, its calculates by Eq. (14).

Q(st, ;) = 1y +ymaxQ(se41, @) a4

Table 4
Edge Node Parameters.
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The Q-values are updated iteratively as the DQN learns from the
outcomes of previous allocation decisions, gradually improving its
ability to predict the most effective resource allocations under varying
conditions.

3.3.3. DQN integration

Including the DQN in the resource allocation framework offers
several significant benefits. First, it helps the system learn from past
experiences, improving resource management as new situations arise.
Second, the DQN’s ability to predict future needs allows the system to
adjust resources, which helps prevent shortages or delays. Finally, the
DQN can adapt to the specific needs of different tasks or applications,
ensuring that resources are used best to improve performance for each
situation. Algorithm 2 provides a comprehensive approach to dynamic
resource allocation using DQN integration.

3.3.4. Load balancing and scaling

In addition to optimizing individual resource allocations, the
framework includes load balancing and scaling mechanisms across the
entire network. Load balancing helps ensure that no single edge node is
too busy while others are not fully used. It does this by adjusting the
distribution of tasks and network functions in real-time, depending on
how busy each edge node is and it is capacity.

The load balancing problem is framed as minimizing the variance in
resource utilization across all edge nodes as Eq. (15).

min%zli (U0 - T®)? as)

where Uj(t) is the resource utilization of edge node i at time t, and U(t) is
the average utilization across the network. By reducing this difference,
the framework ensures that the tasks are spread evenly, stopping any
one node from slowing down the overall performance.

Resource scaling is another critical component of the framework. It
allows the system to dynamically increase or decrease the resources
allocated to a task or NFV in response to changes in demand. For
example, during periods of high demand, the framework can scale up the
CPU cycles, memory, or bandwidth allocated to a particular task,
ensuring that performance remains consistent. Conversely, during pe-
riods of low demand, resources can be scaled down to conserve energy
and reduce operational costs.

Scaling decisions are informed by the network’s current state and
predictions generated by the DQN. The framework can maintain optimal
performance across various operating conditions by continuously
monitoring and adjusting resource allocations, ensuring the network
remains responsive, efficient, and scalable. Algorithm 3 outlines a
detailed approach for load balancing and resource scaling in edge
computing environments.

Parameter

Value

CPU Capacity (Cy)

Memory Capacity (M;)

Storage Capacity (S;)

Power Consumption per CPU Cycle (P;)
Edge Node Placement

Resource Virtualization Overhead
Network Interface Bandwidth

Number of NFVs hosted on each Edge Node
NFV Initialization Time

NFV Migration Time

Edge Node Failure Rate

Cooling Efficiency

Edge Node Startup Time

8-32 cores, 2.0-3.0 GHz

32-128 GB DDR4

512 GB to 2 TB SSD

0.5 nJ per cycle

Within 10 km radius of IoT devices
5 % CPU and Memory overhead
1 Gbps to 10 Gbps

Up to 10 NFVs

2-5s

500mstols

0.01 failures per day

90 % (10 % heat dissipation loss)
30s
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Algorithm 2. Dynamic Resource Allocation with DQN Integration
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memory and storage to the total available memory and storage,

S: Current states (network conditions, resource utilization, etc.)
Input A: Set of possible actions (resource allocation decisions)
Q: Q-value function (initialized randomly or based on prior knowledge)
y: Discount factor (0 <y <1)
o: Learning rate (0 <a <1)
&: Exploration probability (0 <g<1)
max_iterations: Maximum number of iterations for training
Output | 7*: Optimal policy for resource allocation
Q*: Updated Q-value function
Initialize:
1 O(s, a) < arbitrary values for all s €S, a €4
2 Set iteration count «— 0
2 Loop until convergence or max_iterations:
3 For each time step t:
4 Observe current state s; € S
5 With probability ¢, select a random action a; € A (exploration)
6 Otherwise, select a; «— argmax,Q(s;, @) (exploitation)
7 Execute action a,
8 Observe reward 7, and next state sy, 1
9 Update Q-value for the state-action pair (s;, a;):
Q(sp, ar) « Q(sp ar) + afry + ymaxyQ(se1,a") — Q(st, ap)]
10 Update current state: s; < S;41
11 Increment iteration count
12 If 5,41 is a terminal state or max_iterations reached:
13 | Break the loop
14 Reduce ¢ (e.g., € < ¢ * decay_rate) to gradually reduce exploration

3.4. Performance metrics and evaluation criteria

To provide a comprehensive evaluation of the proposed framework,
we have selected a range of interconnected performance metrics. For
instance, CPU utilization directly influences energy consumption, as
higher utilization typically leads to increased power draw. Similarly,
memory and storage utilization can impact network latency, as data
bottlenecks at storage points may delay processing times. These mea-
sures are chosen to understand how well the system works in terms of
efficiency, quick response, and overall performance in different areas of
edge computing tasks. The measures are grouped into categories that
show how healthy resources are used, how the network performs, how
energy-efficient the system is, and how tasks are managed.

3.4.1. CPU, memory, and storage utilization

To evaluate resource usage efficiency within the edge nodes, CPU,
memory, and storage utilization are critical metrics. CPU utilization
Ucpy is measured as the percentage of CPU cycles consumed relative to
the total available cycles on an edge node. Memory utilization Uygy and
storage utilization Ugror are similarly defined as the ratio of used

10

respectively. These measurements are collected continuously across all
edge nodes using monitoring tools such as Prometheus or custom
telemetry systems integrated into the SDN controller.

The main goal of improving these usage measures is to find a balance
between using too little and too much. Using too little, or underutili-
zation, happens when resources are available but not used well, leading
to waste and inefficiency. On the other hand, using too much, or over-
provisioning, occurs when more resources are used than needed,
which can cause extra costs and more energy use. Optimization aims to
ensure resources are used just right, avoiding wastage from underutili-
zation and unnecessary expense from over-provisioning. This helps keep
the network running efficiently.

The objective is expressed as minimizing the deviation from optimal
utilization as Eq. (16).

[mil‘l{Z?l ({ Ucpui —Uopt.cru | + ‘ Unmiem,i — UoptMem | + | Ustor,i— opt.STOR|) }]

(16)

where Ugpecpu, Uoptmem, and Ugpestor are the optimal utilization
levels for CPU, memory, and storage, respectively.
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Algorithm 3. Load Balancing and Resource Scaling.
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packets are processed and transmitted as quickly as possible. The latency

N: Number of edge nodes
Input | T: Set of tasks to be allocated across edge nodes
U: Current resource utilization of each edge node
R: Available resources on each edge node (CPU, memory, bandwidth)
Umnax: Maximum allowable resource utilization per node
Unpin: Minimum resource utilization threshold to trigger scaling down
D: Demand (resource requirements) for each task in 7'
output | Task allocation plan (which task goes to which edge node)
Updated resource allocations per node after scaling
Initialize
1 Allocate tasks to edge nodes based on current resource utilization.
2 Compute the initial utilization cap U sub i for each edge node I (I=1 to N)U;
3 Loop until all tasks are allocated
4 For each task zin T:
5 Find the edge node 7 with the minimum U;
6 IfU; + Dy < Upyax:
7 Allocate task t to edge node i
8 Update U;: U; « U; + D,
9 Else:
10 Find an alternative node j with U; + Dy < Uppax
11 If found, allocate task ¢ to edge node j and update U;
12 If no suitable node is found:
13 Trigger resource scaling up on node i:
14 Increase resources R; to accommodate D;
15 Allocate task ¢ to node i
16 Update U;: U; « U; + D,
17 End for
18 Check for Load Imbalance and Scale Down
19 For each edge node I (1 =1 to N):
20 IfU; < Upin:
21 Evaluate tasks on node 7 for possible migration
22 For each task ¢ on node i:
23 Find a node j where U; + D; < Uppax
24 Migrate task ¢ to node j
25 Update U; and U;
26 If all tasks can be migrated:
27 Scale down resources on node I to conserve energy.

3.4.2. Network performance metrics

Network performance is a critical factor in the edge computing
framework’s overall efficiency, particularly in latency and throughput.
Latency is measured as the end-to-end delay experienced by data packets
as they travel from IoT devices to the edge nodes and onward to the SDN
controller. Latency (L) is a crucial metric for time-sensitive applications
such as real-time analytics and autonomous systems. The latency mea-
surement involves capturing the packets’ round-trip time (RTT) and
averaging these measurements over multiple intervals to ensure accu-
racy. This latency is further broken down into transmission delay, pro-
cessing delay at the edge node, and any possible queuing delays.

The optimization goal for latency is to minimize it, ensuring that data

11

optimization is expressed as Eq. (17).

min{zzv 1L,}

3.4.3. Energy efficiency

Energy per Task is calculated as the energy consumed to process a
single task on an edge node. This metric is essential for understanding
the efficiency of the resource allocation framework, particularly in en-
vironments where energy consumption must be minimized. The energy
consumed by a task Eg calculated as Eq. (18).

a7



M. Hosseinzadeh et al.

Table 5
Workload Parameters.
Parameter Value
Number of IoT Devices 100
Task Arrival Rate 10 tasks per second
Task Size 1 MB

500 Million Instructions (500 MIPS)
3 Levels (Low, Medium, High)

Task Computational Complexity
Task Priority Levels

Task Deadlines 100-500 ms

Task Inter-arrival Time 100 ms

Task Execution Time 50 ms

Task Resource Requirements (CPU, Memory, 2 CPU cores, 512 MB memory, 100
Storage) MB storage

Task Mobility (Frequency of Task Migration
between Nodes)
Task Dependency Levels

5 % of tasks per minute

Medium (Tasks have moderate
dependencies)

Sequential with occasional parallel
tasks

Task Execution Order

Table 6
DQN Algorithm Parameters.

Parameter Value

20 dimensions

10 possible actions

Weighted sum of latency, energy, and
utilization metrics

0.001

0.99

State Space Dimensions
Action Space Dimensions
Reward Function Parameters

Learning Rate a
Discount Factor y

Exploration Rate &

Exploration Decay Rate

Batch Size

Replay Buffer Size

Number of Training Episodes
Maximum Steps per Episode
Target Network Update Frequency

1.0 (initial)

0.995 per episode

64 samples per update
10,000 experiences
10,000 episodes

200 steps

Every 100 steps

Initialized to O
Prioritized Experience Replay

Initial Q-values
Experience Replay Strategy

Reward Clipping [-1,1]
Neural Network Architecture (Layers, 3 layers: 128, 64, 32 neurons
Neurons)

Activation Functions
Optimizer Type
Loss Function

ReLU (Rectified Linear Unit)
Adam optimizer
Mean Squared Error (MSE)

Cy- Wy

i

Etask,ij =P; (18)

where P; is the power consumption per CPU cycle at the edge node E;,
and C; and Wy are the computational complexity and workload factors
of the task Tj, respectively.

The framework aims to minimize the energy per task while meeting
performance requirements. This is part of a broader strategy of System-
Wide Energy Optimization, which seeks to reduce the total energy
consumption across all edge nodes. This objective is modeled as Eq. (19).

. N m;
mln{ E i g letaSk‘ij}

where m; is the number of tasks processed by an edge node E;.

19)

3.4.4. Task management metrics

Task Handling Capacity refers to the maximum number of tasks the
system can handle simultaneously without significant performance
degradation. This capacity Cy is measured by gradually increasing the
number of concurrent tasks in the system and observing the point at
which performance metrics such as latency and throughput begin to
deteriorate. The goal is to maximize the task-handling capacity while
maintaining acceptable levels of other performance metrics.

These metrics comprehensively evaluate the proposed resource

12
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allocation framework’s performance and efficiency. By carefully moni-
toring and optimizing these metrics, the system can balance perfor-
mance, resource utilization, energy efficiency, and reliability, making it
well-suited for the demands of modern edge computing environments.

4. Simulation setup and parameters

This section describes the setup and parameters used for the simu-
lation. The simulation was created using Python. We used Mininet to
imitate the network and TensorFlow to implement DQN. The simulation
setup includes 25 edge nodes arranged in a Mesh topology, which helps
in flexible data movement. Each node has a bandwidth of 1 Gbps, and
the standard network delay is set to 10 ms. This low delay is perfect for
real-time applications. The data is sent at a rate of 200 Mbps. Table 3
presents the network parameters we used for testing the new framework.

In the simulation described in Table 4, edge nodes are equipped with
varying hardware capabilities, accurately reflecting the heterogeneous
nature of real-world environments. For example, some nodes may be
configured with an 8-core CPU running at 2.0 GHz, while others might
have up to 32 cores operating at 3.0 GHz. Memory capacities range from
32 GB to 128 GB of DDR4, and storage capacities vary between 512 GB
and 2 TB of SSD, ensuring that the nodes can efficiently handle data
processing tasks. Each CPU cycle consumes approximately 0.5 nJ of
energy, indicating high energy efficiency across the nodes. The edge
nodes are strategically placed within a 10 km radius of IoT devices,
providing robust network coverage and minimizing response times.
Virtualization overheads are kept low, around 5 %, slightly impacting
CPU and memory usage. Network interface bandwidths range from
1 Gbps to 10 Gbps, facilitating fast data transfers. Each node can support
up to 10 NFVs, with initialization times ranging from 2 to 5s and
migration times between 500 ms and 1 s. Designed for reliability, these
nodes exhibit a low failure rate of 0.01 failures per day, achieve a
cooling efficiency of 90 %, and have a startup time of 30 s.

Table 5 presents the workload parameters for testing the proposed
resource management system. This test was done in a setup that imitates
actual conditions, using 100 IoT devices. Each device creates tasks at a
constant rate of 10 tasks every second. The tasks are not too simple; they
handle 1 MB of data and need to perform 500 million instructions, also
known as 500 MIPS. These tasks are sorted into three groups based on
their urgency—Low, Medium, or High priority. The tasks have deadlines
that vary from 100 ms to 500 ms. The time between when tasks start is
set at 100 ms, and each task takes 50 ms to complete. Each task uses
specific resources, specifically 2 CPU cores, 512 MB of memory, and 100
MB of storage. The setup also includes changes to make it more like real-
life conditions, such as moving about 5 % of tasks between different
network locations every minute. This introduces movement in the
workload. Generally, the tasks are moderately dependent on each other
and are done in order, although some need to be processed simulta-
neously by different resources.

Table 6 details the settings of the DQN algorithm. The algorithm

Throughput (T)

Energysub-taskk (Eiask)

Task Handling Capacity Cigsk

Task Success Rate

Task Drop Rate

Network Congestion Level

Task Queue Length

Edge Node Load Balancing Efficiency
NFV Resource Allocation Efficiency

Table 7

Evaluation Metrics.
Parameter Value
CPU Utilization (Ugpy) 70-90 %
Memory Utilization (Uugm) 60-80 %
Storage Utilization (Ustor) 50-75 %
Network Latency L; 10-30 ms

200 tasks per second

0.5 Joules per task

1000 concurrent tasks

99 %

1%

20 % utilization threshold
Maximum 50 tasks per queue

90 % (variance in utilization)

85 % resource utilization efficiency
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examines a state space of 20 dimensions and can choose from 10
different actions, giving it many options for decision-making. It uses a
reward function that combines delay, energy use, and utilization mea-
sures to guide its actions toward achieving a balanced performance. The
learning rate is set at 0.001, with a discount factor of 0.99, which helps it
focus on long-term benefits. The initial rate at which the algorithm ex-
plores different actions is 100 %, decreasing by 0.5 % after each training
episode, encouraging the algorithm to try new things early on. It learns

Data-Intensive Task Scenario

by reviewing batches of 64 samples and keeps 10,000 past actions to
learn from. The algorithm trains through 10,000 episodes, each limited
to 200 steps and updates its target network every 100 steps. It starts with
Q-values set at zero and uses a method that prioritizes learning from
more important past actions. It limits the rewards to values between —1
and 1. For learning, the algorithm uses a network of three layers with
128, 64, and 32 neurons respectively, employs ReLU functions to acti-
vate neurons, uses the Adam method for optimization, and calculates

Long-Term Archival Scenario
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Table 8 Table 9
The statistical analysis of energy consumption (J) for the algorithms in a The statistical analysis of energy consumption (J) for the algorithms in a
network with 1-10 IoT devices. network with 10-50 IoT devices.
Proposed Static Round-Robin Priority-Based Proposed Static Round-Robin Priority-Based
Method Method Method Method Method Method Method Method
Min 2.50E+ 00 4.07E+ 00 7.93E+ 00 2.80E+ 00 Min 2.23E+ 01 3.89E+ 01 5.21E+ 01 4.64E+ 01
Max 2.17E+ 01 4.18E+ 01 4.82E+ 01 4.13E+ 01 Max 1.02E+ 02 2.46E+ 02 2.49E+ 02 2.12E+ 02
Mean 1.20E+ 01 2.38E+ 01 2.61E+ 01 2.01E+ 01 Mean 5.95E+ 01 1.50E+ 02 1.51E+ 02 1.22E+ 02
50 % 1.12E+ 01 2.23E+ 01 2.57E+ 01 1.95E+ 01 50 % 5.19E+ 01 1.57E+ 02 1.38E+ 02 1.37E+ 02
Std. 6.50E+ 00 1.40E+ 01 1.45E+ 01 1.10E+ 01 Std. 2.83E+ 01 7.07E+ 01 7.09E+ 01 5.51E+ 01
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Table 10
The statistical analysis of energy consumption (J) for the algorithms in a
network with 50-100 IoT devices.

Proposed Static Round-Robin Priority-Based
Method Method Method Method
Min 1.01E+ 02 2.71E+ 02 2.43E+ 02 1.95E+ 02
Max 2.04E+ 02 5.07E+ 02 4.93E+ 02 3.95E+ 02
Mean  1.47E+ 02 3.77E+ 02 3.75E+ 02 2.96E+ 02
50 % 1.42E+ 02 3.64E+ 02 3.85E+ 02 3.05E+ 02
Std. 3.80E+ 01 9.52E+ 01 9.19E+ 01 7.93E+ 01

losses using the Mean Squared Error method.
The performance indicators shown in Table 7 were crucial for eval-
uating how well the resource allocation system worked in the

Total Energy Consumption (100 to 200 Devices) - Line Chart
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simulation. The system kept CPU usage between 70 % and 90 %, which
is good because the system was powerful without overloading. Memory
use was between 60 % and 80 %, and storage use was kept from 50 % to
75 %. This balance helps prevent using too many resources. Network
delay, significant for applications that need immediate responses, stayed
between 10 ms and 30 ms. The system could handle 200 tasks every
second, using about 0.5 Joules of energy. It could also manage up to
1000 tasks simultaneously, completing 99 % and only failing to com-
plete 1 %. The network did not get too crowded; it used up to 20 % of its
capacity, and there were never more than 50 tasks in line. The efficiency
of spreading tasks across different edge nodes was 90 %, which helped
keep the use of resources even, while the efficiency of assigning re-
sources for network functions virtualization was 85 %.

The following section will present the simulation results and analyze

Average Total Energy Consumption (100 to 200 Devices) - Bar Chart

Average Total Energy (Joules)

Proposed

Round-Robin Priority-Based

Algorithm

Fig. 9. Energy Consumption Analysis in Extended Edge Computing Deployments.
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the proposed resource allocation framework’s performance based on the
evaluation metrics.

5. Simulation results and discussion

In this section, we present and examine the results from our simu-
lation, evaluating and discussing our study’s performance outcomes. We
conducted a series of verification steps to ensure the accuracy and
reliability of our simulation results. These included cross-validating
simulation outputs with theoretical predictions and sensitivity ana-
lyses to assess the impact of parameter variations on performance
outcomes.

Fig. 3 illustrates the comparative analysis of CPU utilization across
three different frequencies (2 GHz, 3 GHz, and 4 GHz) for four distinct
scheduling algorithms: proposed, static, Round-Robin, and Priority-
Based. At 2 GHz, the proposed algorithm achieves a 40.73 % improve-
ment over the static algorithm, 29.28 % over Round-Robin, and 24.75 %
over Priority-Based, highlighting its superior efficiency in resource
management. The improvements are even more pronounced at 3 GHz,
where the proposed algorithm surpasses static by 46.27 %, Round-Robin
by 43.25 %, and Priority-Based by 17.24 %, indicating its exceptional
adaptability at this frequency. At 4 GHz, although overall utilization
decreases, the proposed algorithm continues to outperform with a
41.23 % improvement over static, 25.31 % over Round-Robin, and
11.00 % over Priority-Based.

The CPU’s improved performance with the proposed algorithm
comes from its innovative way of allocating resources, which uses up-to-
date information about network conditions and the nature of the tasks
being handled. This algorithm includes DQN learning methods that help
predict the best places to assign tasks. This ensures that the workload on
CPUs is evenly distributed among all the edge nodes, which helps reduce
delays in processing data and increases the system’s overall efficiency.
This is especially helpful when the amount of computing needed can
change often.

According to Fig. 4, the proposed scheduling algorithm performs
better than other methods in managing memory across different levels of
workload demand. It shows stable and effective memory use, based on
how intense the workload is, with the best performance seen in situa-
tions of high demand where it maintains memory use between 70 % and
90 %. On the other hand, the static and Round-Robin methods have
lower and more inconsistent memory use, especially under high de-
mand, which may suggest they are not as efficient. The Priority-Based
method sometimes works well but often shows significant changes in
performance, indicating it might not handle changing workloads
smoothly.

The proposed method’s excellent memory performance comes from
intelligent planning strategies, considering the current and expected
workload needs. By using Al to make decisions, it actively adjusts the
memory needed, avoiding situations where too little or too much
memory is used. This helps the system manage different workload levels
efficiently, ensuring it works well and uses resources effectively.

Fig. 5 shows how different scheduling algorithms use storage for
various tasks, such as data-intensive tasks, frequent task switching, and
long-term archival. The proposed algorithm consistently achieves
higher, stable, and more efficient storage utilization. This is particularly
evident during the data-intensive task scenario, where it effectively
balances load and minimizes fluctuations. The proposed method adapts
well to the frequent task-switching scenario, maintaining steady utili-
zation. In contrast, the static and Round-Robin methods struggle with
efficiency, showing lower and more inconsistent usage patterns. The
Priority-Based method, although sometimes capable of high utilization,
displays significant volatility, especially in the long-term archival sce-
nario, where its performance is less reliable.

The proposed method constantly checks storage needs and usage
patterns and adjusts resource allocation to fit current needs while also
planning for future demands. This helps avoid storage problems and
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makes data processing more efficient, improving overall system
performance.

In Fig. 6, the proposed method improves network performance by
reducing latency in different traffic situations. The most significant
improvement is seen in low traffic conditions, where the proposed al-
gorithm reduces latency by up to 79.49 % compared to the static algo-
rithm. In moderate traffic scenarios, it still performs well, reducing
latency by more than 62 % compared to the Priority-Based scheduling
method. Even in high traffic conditions, the proposed algorithm remains
effective, consistently outperforming other methods with reductions of
37.45 % over static and 55.67 % over Priority-Based. This shows that
the proposed algorithm is very good at handling different levels of
network traffic, making it better than the alternatives in all scenarios.

The proposed framework reduces network latency mainly because it
uses SDN-controlled routing and Al-driven resource allocation. By
keeping an overall network view, the framework can smartly direct data
through the best routes and allocate enough network resources to
essential tasks. The DQN part helps predict and avoid possible traffic
jams, ensuring data moves smoothly and quickly through the network.

The energy used for each task by different methods is depicted in
Fig. 7, along with energy efficiency percentages. The data show that the
proposed method always uses less energy for each task, making it more
efficient, especially in the early tasks where energy use is much lower
than other methods. The static method is the least efficient, significantly
using the most energy for each task as the functions increase. The
Round-Robin and Priority-Based methods perform moderately, using
energy between the proposed and static methods. The energy efficiency
percentages highlight that the proposed method is much better than the
static method, which falls behind.

Moreover, the analysis of total energy use in Fig. 8 for IoT devices
shows that the proposed scheduling algorithm is highly efficient. Small
setups with 1-10 devices use the least energy, about 12.00 Joules on
average, much lower than other methods, as seen in Table 8. The pro-
posed method uses less energy for setups with 10-50 devices, averaging
59.5 Joules, as shown in Table 9. It remains the most energy-efficient in
larger setups with 50-100 devices, with an average use of 147 Joules, as
mentioned in Table 10. This high energy efficiency is because the pro-
posed framework smartly allocates and scales resources, using compu-
tational and network resources effectively without waste. The DQN’s
predictive abilities help make proactive resource use adjustments,
aligning energy consumption with actual workload needs. Efficient load
balancing and task scheduling reduce unnecessary processing and idle
times, saving energy.

Fig. 9 shows the line and bar chart for total energy consumption
across an extended range of 100-200 devices. The total energy (in
Joules) increases as more devices are added. Yet, our proposed sched-
uling framework consistently consumes less energy than the static,
Round-Robin, and Priority-Based methods. This trend indicates that the
proposed approach is more energy efficient even as system scale grows.

Fig. 10 shows how different scheduling algorithms handle tasks
under various conditions, like the number of edge nodes, task difficulty,
and network bandwidth. The proposed algorithm performs better than
the others in all situations. It does exceptionally well when there are
more edge nodes and the tasks are more complex. For example, in
Scenario 1, where the number of edge nodes changes, the proposed al-
gorithm handles 74 tasks with five edge nodes, while the static algo-
rithm only handles 37, Round-Robin 38, and Priority-Based 39. In
Scenario 2, where the task complexity changes, the proposed algorithm
handles 248 tasks at the most accessible level, much more than the static
algorithm (87 tasks), Round-Robin (84 tasks), and Priority-Based (64
tasks). In Scenario 3, with different network bandwidths, the proposed
algorithm handles 98 tasks at 50 Mbps, compared to 45 tasks by static,
71 by Round-Robin, and 56 by Priority-Based.

The proposed framework handles tasks better because it has
advanced ways to manage resources and schedule tasks. It can adjust
quickly to changes in how the system is working. The framework ensures
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fast and efficient processing by evenly distributing tasks across different
edge nodes and smartly prioritizing tasks based on their complexity or
urgency. SDN and NFV technologies help the system provide flexible and
scalable resources, allowing it to handle different workloads and
network situations easily.

While the proposed framework has demonstrated significant simu-
lation improvements, validating these results in real-world environ-
ments is essential.

The scenario with 1-100 edge nodes, the line chart clearly shows that
our proposed framework consistently outperforms traditional sched-
uling methods. As the number of edge nodes increases, the maximum
number of tasks handled rises steadily. Extending the analysis to 1-200
edge nodes, the performance gap between our proposed framework and
the traditional approaches widens considerably. The line chart reveals
that while all methods benefit from increased resources, the proposed
method scales significantly better, handling many tasks. These analyses
are shown in Fig. 11. Together, these analyses confirm the robust scal-
ability of our SDN-NFV-based resource allocation framework. The
simulation results indicate that the DQN-based scheduling mechanism
adapts well to increasing network sizes and leverages the additional
edge resources to achieve higher task handling capacities.

Our study focuses on a simulation-based evaluation of SDN-NFV-
driven resource allocation in edge computing and provides a
controlled environment to analyze performance under varying work-
loads. Simulations allow us to test different configurations, optimize
scheduling policies, and measure improvements in CPU utilization,
memory efficiency, and network performance. However, real-world
deployment can be significantly more complex due to hardware limi-
tations, network variability, and security risks, which are difficult to
fully replicate in a simulated environment.

To address these and make our simulation more reflective of real-
world conditions, we incorporate several key adaptations. First, we
modelled hardware heterogeneity by configuring edge nodes with
varying CPU capacities (8-32 cores), memory (32-128 GB), and
network bandwidth (1 Gbps to 10 Gbps) to assess the impact of resource
constraints on performance. Second, we introduce dynamic network
conditions by varying network latencies (10-30 ms), fluctuating band-
width, and task migrations (5 % per minute) to simulate unpredictable
traffic loads and offloading decisions. Third, we accounted for energy
efficiency by integrating power-aware scheduling mechanisms, where
each CPU cycle consumes 0.5nJ, ensuring energy-efficient task execu-
tion. Additionally, our framework includes real-time workload varia-
tions with 100 IoT devices generating diverse tasks (500 MIPS) at
different priority levels, simulating fluctuating demand patterns in a real
deployment.

Despite these adaptations, further challenges remain, including
hardware limitations, security vulnerabilities, scalability constraints,
and interoperability issues, which must be carefully addressed when
transitioning to real-world implementations. The following paragraph
discusses these challenges in detail.

One of the most important challenges in real world is edge nodes
have constrained computational resources compared to traditional
cloud servers. The efficiency of workload scheduling depends on the
processing power, memory, and storage capacity of the deployed edge
nodes. Limited hardware may lead to resource contention, affecting
performance in real-world settings. Unlike controlled simulation envi-
ronments, real-world networks experience latency, bandwidth, and
packet loss fluctuations. Dynamic changes in network conditions can
impact the efficiency of resource allocation and workload offloading
strategies. Adaptability to these variations is crucial for maintaining low
latency and high throughput. Deploying NFVs at the edge introduces
potential vulnerabilities, such as unauthorized access, data breaches,
and Distributed Denial-of-Service (DDoS) attacks. Secure authentica-
tion, encryption, and intrusion detection mechanisms are essential to
protect edge computing environments from cyber threats. The hetero-
geneous nature of edge computing environments, where nodes differ in
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hardware specifications and connectivity, makes resource management
complex. A scalable framework should dynamically adjust to the
growing number of I[0T devices and fluctuating workloads while
ensuring optimal performance. Real-world edge deployments must
balance energy consumption with computational efficiency. Unlike
simulations where power constraints may be relaxed, practical imple-
mentations require energy-aware scheduling mechanisms to optimize
battery life in mobile and resource-constrained edge nodes. Different
vendors provide edge computing hardware and SDN/NFV solutions,
leading to interoperability challenges. Standardized interfaces and
protocols are necessary to ensure seamless integration across diverse
edge nodes and SDN controllers.

Moreover, security is a major concern in edge computing, especially
when handling IoT data across distributed nodes. Unlike centralized
cloud systems, edge nodes are more exposed to unauthorized access,
data breaches, and DDoS attacks, making them prime targets for cyber
threats. In SDN-NFV-based architectures, malicious network functions
could be deployed, or attackers might intercept communication between
SDN controllers and edge nodes. These vulnerabilities could lead to
service disruptions, data manipulation, or resource exhaustion,
impacting overall system performance. Without strong authentication,
encryption, and anomaly detection, the risk of security breaches in-
creases significantly. To mitigate these risks, several security mecha-
nisms can be integrated into the framework. Multi-factor authentication
(MFA) and role-based access control (RBAC) can help prevent unau-
thorized access, while TLS/SSL encryption ensures secure communica-
tion between system components. Deploying Al-driven intrusion
detection systems (IDS) can identify suspicious activities, such as
abnormal resource usage or unauthorized NFV deployments. Addition-
ally, SDN-based traffic filtering and rate-limiting techniques can help
mitigate DDoS attacks by dynamically adjusting network rules in real
time. To secure NFV deployments, sandboxing, cryptographic verifica-
tion, and blockchain-based authentication can be used to validate and
isolate virtual functions before deployment.

6. Conclusion and future works

This paper introduced a new resource allocation system for edge
computing environments that uses dynamic scheduling algorithms and
DQN optimization to improve resource use and performance. Our results
showed significant improvements: CPU usage increased by up to 46 %,
memory usage enhanced by 30 %, storage usage went up by 20 %,
network latency decreased by 79 %, and energy use per task dropped by
about 50 % compared to traditional methods. While our study success-
fully balances goals like performance, energy efficiency, and resource
use in stable and changing network environments, some limitations
remain. The current system does not fully address security, essential for
protecting edge computing systems from threats. Also, even though our
system is designed to adapt, its ability to handle extensive deployments
with many edge nodes and IoT devices has not been thoroughly tested.
Moreover, in the study’s first phase, the proposed method has not been
compared to more sophisticated and state-of-the-art algorithms. Future
work will solve these issues by including dynamic network conditions,
improving security, and testing the system in large-scale edge
computing environments compared to more complex algorithms.
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